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OWASP ZAP fits into a CI/CD pipeline as a scriptable dynamic application security testing 
(DAST) step  typically a containerized baseline or full scan triggered against a staging build, 
with results either gating the pipeline on high severity findings or feeding a tracked backlog. The 
mechanics involve choosing the right scan mode, running it headless via Docker or the 
command line and deciding how strict the pass/fail threshold should be  all covered below. 

A single engineer running ZAP desktop application against one target, once, is manual security 
testing with tool assistance. Automated security testing is a different operating model entirely: 
scans run on every build, without a person clicking Attack, producing consistent results a team 
can trend over time. Getting there with OWASP ZAP is mostly a question of choosing the right 
scan mode for your pipeline stage and being deliberate about what happens when a scan finds 
something. 

 

Why Automate DAST at All 

Dynamic application security testing catches a category of issue static analysis structurally that 
only exists once the application is actually running: misconfigured headers, session handling 
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bugs, injection flaws that depend on runtime behavior and issues introduced by the interaction 
between application code and its deployed environment. Running that kind of testing manually, 
once per release, means vulnerabilities introduced midsprint sit undetected until the next 
scheduled scan. Automating it closes that gap; a new SQL injection introduced on Tuesday gets 
flagged Tuesday night, not whenever someone next remembers to run ZAP by hand. 

Choosing a Scan Mode for Your Pipeline 

ZAP ships several automation oriented scan types,and picking the wrong one for a given 
pipeline stage is the most common mistake teams make when they start. 

Scan type Speed Depth Best pipeline stage 

Baseline scan Fast (minutes) Passive only, no active attack 
traffic 

Every pull request or 
commit 

Full scan Slow (tens of 
minutes+) 

Passive + active scanning Nightly or prerelease, 
on staging 

API scan Moderate Active scanning against 
OpenAPI/GraphQL definitions 

Any pipeline building 
an API 

Automation 
Framework 

Variable, fully 
configurable 

Whatever you define via YAML 
plan 

Any stage, once you 
outgrow the fixed 
scripts 

A baseline scan is passive by design; it spiders the target and reports what the passive scanner 
catches, without sending attack payloads. That makes it fast and safe enough to run on every 
pull request, but it will not catch injection flaws the way an active scan does. A full scan sends 
real attack traffic and takes proportionally longer, which is why most teams reserve it for staging 
environments rather than every commit. Trying to run a full scan on every PR is the fastest way 
to make developers start ignoring the pipeline entirely because it's too slow. 

Running ZAP Headless via Docker 

The containerized scripts are the standard entry point for CI/CD, since they need no GUI and 
drop straight into most pipeline runners: 

# Baseline scan  safe for frequent runs 
docker run t zaproxy/zapstable zapbaseline.py t https://staging.example.internal r 
baselinereport.html 
 
# Full scan  active attack traffic, use on staging 
docker run t zaproxy/zapstable zapfullscan.py t https://staging.example.internal r fullreport.html 



 
# API scan against an OpenAPI definition 
docker run t zaproxy/zapstable zapapiscan.py t https://staging.example.internal/openapi.json f 
openapi r apireport.html 

Each script exits with a status code reflecting what it found, which is what makes pipeline gating 
possible: a nonzero exit on high severity findings can fail the build automatically, while warnings 
can be logged without blocking the merge. Most teams tune this threshold over the first few 
weeks  start lenient, since a pipeline that blocks every merge on day one over findings nobody 
has triaged yet gets bypassed or disabled fast and tighten the gate as the backlog of legitimate 
findings gets addressed. 

Report format is worth deciding early too, since the default HTML output is fine for a human 
opening it after the fact but awkward for a pipeline that needs to parse results programmatically. 
All three scripts also support JSON and XML output via the J and x flags respectively, which is 
what most teams actually wire into their gating logic  parsing structured output for alert counts 
by risk level, rather than scraping an HTML report, is far less brittle when the report format 
changes between ZAP versions. 

Mounting a local directory into the container is the other detail that trips people up the first time. 
The scan runs inside the container, so the report file needs an explicit volume mount to land 
somewhere the pipeline can pick it up afterward, omitting the v flag when invoking Docker is a 
common cause of the scan ran fine but no report appeared confusion during initial setup. 

The Automation Framework for Anything Custom 

The three scripts above cover common cases, but real pipelines often need more control  
authenticated scanning, custom scan policies and specific alert filtering. ZAP's Automation 
Framework replaces the fixed scripts with a YAML plan defining jobs in sequence: start the 
target, authenticate, spider, actively scan, apply an alert filter, generate a report. It's the same 
underlying scan engine, just fully scriptable rather than parameterlimited. 

This matters most for applications behind authentication, which describes the majority of real 
production systems. A baseline or full scan run without authentication configured only tests the 
unauthenticated surface of the login page and whatever's public  while the bulk of the 
application and the bulk of the actual risk, sits behind the login wall entirely untested. Setting up 
authenticated automated scanning takes real effort the first time, but it's the difference between 
automated security testing that provides genuine coverage and automated security testing that 
produces a clean report because it never got past the login screen. 

Injection Findings Deserve Special Handling in a Pipeline 

SQL injection and similar injection flaws are worth calling out specifically in an automation 
policy, because they're both common enough to appear regularly in real pipelines and severe 



enough that a false negative is expensive. A confirmed injection finding from an automated full 
or API scan should almost always sit in the block the build tier described below; the risk of 
shipping a genuine SQL injection vulnerability generally outweighs the cost of a delayed merge 
while it's fixed. 

Where teams get this wrong is treating every injection category alert as equally trustworthy 
without checking confidence level, which produces exactly the kind of pipeline fatigue described 
later in this guide. It's worth having engineers periodically reproduce a sample of automated 
injection findings by hand against a safe target to keep that judgment sharp  our SQL injection 
labs work well for this, since they let a team calibrate what a genuine, exploitable finding looks 
like against the specific confidence and risk labels ZAP assigns, rather than trusting the pipeline 
gate blindly. 

Deciding What Gates the Pipeline 

Not every finding should block a merge, and treating them all identically is how teams end up 
disabling the security gate altogether within a quarter. A workable starting policy: 

●​ Block the build: Confirmed high severity findings  active SQL injection, unauthenticated 
access to sensitive endpoints, critical missing security controls. 

●​ Warn but allow: Medium severity findings and anything with low confidence, routed to a 
tracked backlog with an owner and a deadline. 

●​ Log only: Informational findings and known accepted risks, reviewed periodically rather 
than on every build. 

This tiered approach mirrors how manual testing with our OWASP ZAP guide prioritizes findings 
by risk and confidence. Together  automation just needs that judgment encoded into policy up 
front, since there's no human reading each alert in real time before deciding whether to merge. 
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Handling False Positives at Scale 

 

A single manual scan tolerates a human skimming ten alerts and dismissing the noise. A 
pipeline running scans on every commit across dozens of services generates the same noise 
dozens of times a day, and without a plan for it, teams either drown in tickets or start ignoring 
the tool entirely. Both outcomes defeat the purpose of automating in the first place. ZAP's alert 
filters let you suppress specific rule IDs for specific URLs once you've confirmed something is a 
genuine false positive, so the exclusion is documented and versioned alongside the rest of your 
automation config rather than living in someone's memory. 

Build this list deliberately rather than reactively  every suppression should have a one line 
justification in a commit message or comment, since a future engineer inheriting the pipeline 
needs to know whether a suppressed alert was investigated and dismissed, or just silenced 
under deadline pressure. 

Where Manual Testing Still Fits Around the Automation 

Automated pipeline scanning is not a replacement for periodic manual assessment; it is a 
complement that catches regressions between them. Broken access control, business logic 
abuse, and anything requiring judgment about intended application behavior remain largely 
outside what an automated ZAP job can evaluate on its own, the same limitation that applies to 
any dynamic scanner regardless of how it's triggered. Understanding that boundary matters for 
setting expectations with stakeholders who might otherwise assume a green pipeline means the 
application is secure means the categories ZAP can automate came back clean, which is a 
narrower claim. 



For the manual side of the equation, our guide to web application security testing lays out how 
automated DAST fits alongside static analysis, dependency scanning, and humanled 
penetration testing as part of a complete program rather than a standalone solution. Teams 
building that fuller picture also benefit from mapping automated findings back to the OWASP 
Top 10, since it gives engineering leadership a shared vocabulary for discussing coverage gaps 
that a raw scanner list doesn't. 

Static analysis deserves a specific mention here, since it's the piece automated DAST pipelines 
most commonly skip entirely. A dynamic scan tests the running application from the outside and 
will never see a hardcoded credential, an insecure deserialization pattern, or a logic flaw buried 
in code that is never triggered by the scan crawl path. Wiring sourcelevel review into the same 
pipeline  even lightly, as a periodic practice rather than every commit  closes a blind spot that no 
amount of DAST tuning fixes on its own. Our secure code review guide is a useful reference for 
teams building that complementary process alongside their automated ZAP scanning. 

Practicing the Setup Before Production 

Configuring authenticated scans, YAML automation plans, and gating policy is easier to get right 
against a target built for practice than against a live production pipeline where mistakes have 
consequences. Our Web Security CTF labs and full challenges index give you applications to 
point a test automation pipeline at safely, so the first time you tune an alert filter or debug an 
authentication script is not during an actual release. If access to the underlying code is available 
for the target you are practicing against, pairing that automated scan output with a manual look 
through our source code review labs helps calibrate how much of the real risk your pipeline 
configuration is actually catching versus missing. 

Conclusion 

Automated security testing with ZAP turns a tool built for one off scans into a continuous control, 
but only if the scan mode, gating policy, and false positive handling are deliberately configured 
rather than left at defaults. Start with baseline scans on every commit, reserve full and 
authenticated scans for staging, encode risk tolerance into your pipelines pass/fail logic, and 
keep manual testing in the loop for what automation structurally can't cover. Practice the 
configuration itself against safe, purpose built targets at AppSecMaster before wiring anything 
into a production release pipeline.​
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Frequently Asked Question (FAQs) 

How is automated security testing with ZAP different from a manual scan?  

Automated testing runs without a person triggering it  typically on every commit or on a schedule  
using scripted commands or the Automation Framework, producing consistent, trending results 
instead of a onetime snapshot. 

Should a baseline scan or a full scan run on every pull request?  

Baseline, generally. It's passive and fast enough for frequent runs. Full scans send active attack 
traffic and take considerably longer, so most teams reserve them for staging environments on a 
nightly or prerelease schedule. 

Can ZAP test authenticated parts of an application in an automated 
pipeline?  

Yes, through the Automation Framework's authentication handlers or scripted login steps, 
though it requires more setup than an unauthenticated baseline scan. Skipping this step means 
the automated scan only covers the public, unauthenticated surface. 

What happens when an automated ZAP scan produces a false positive?  

ZAP supports alert filters that suppress specific rule IDs for specific URLs once confirmed as 
false positives, keeping the exclusion documented in your automation config rather than 
requiring manual dismissal on every run. 

Does passing an automated ZAP pipeline scan mean an application is 
secure?  

No. It means the categories automated dynamic scanning can evaluate came back clean  
categories like broken access control and business logic flaws generally require manual testing 
regardless of how welltuned the automated pipeline is. 
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